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Abstract — The many researches use the various kinds of the authentication scheme to secure the vehicular network on 
the basis of research road jamming is an ascending order due to an industrial research to find out of some solution to 
preserving this condition like most of technique is used to secure network but for the security they all method are failed to 
detect or finding out the attacks for the region the communication is not more secure for that purpose the aim of 
presented investigation propose system is to develop a secure vehicular authentication scheme in this paper we can used 
SUMO is technique to communicate message for that message security we can used ACO algorithm and with the help of 
DOS and DDOS vehicular network to increases the efficiency of transport as well as traffic safety in which through the 
wireless communication vehicle exchange information directly. The aim of presented investigation is to develop a secure 
vehicular a u th en ti cation. 

Keywords — VANET, Protocols, Authentication privacy preserving scheme. Message jamming, SUMO, 
Emergency warning notification. Vehicular ad hoc network. 


I. Introduction 

Many research and scientific process require vehicular networking infrastructure for safety 
communication VNET reduce the risk of accident of vehicular to vehicular networking. 
Vehicular network is an ad-hoc network to enhancing comfort as well as safety road side 
traffic. VANET is recognised as well as important component for the intelligent system of 
transformation. The VANET in a used to improving safety and secure and efficiency of the 
transportation system in this paper the propose system when jamming take place the sensor 
can be activate and they can send message to authorised section, and this message is an 
sending is secrete form and this message can read of the authorised section After then to find 
out the location and distance which the help of the longitude and latitude distance formulas. 
Then this distance and exact location can send to authorised section with the help of ACO 
technique. SMTP protocol is used to send the message to vehicular network .in the proposed 
system to overcome the problem of attack in network path the various kind of attacks are 
infected to secure communication of network but some time attacks may be very strong i.e. 
message will damages and not give some correct information in exact time domain for that 
reasons in the propose system to find out some solution of network attacking i.e. Sybil attacks, 
forgery attacks, Replay attacks, this all are attacks are finding out the existing system to 
overcome out of this problem to find the solution. 
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Sybil attacks- Sybil attacks is type of security threats when a node in a network claims 
multiple identities most network like peer to peer network, relay on assumption of identity, 
where each computer represent one identity. 

Forgery attack- Forgery attack attempts to forge on http request on behalf of on authenticated 
user by inserting a specially crafted scripting code forces on action on. 


Replay attacks- Replay attacks are an attack capture message form Bob to Alice; later replay 
message to Alice. 

Above all of this attacking to solve this problem of network conjunction. In this paper of 
proposed system Sybil attacks, forgery attacks, replay attacks are all the is on software 
attacks all as may attack on the VANET secure section Le. for that the reason the information 
of this secure network is not go to secure form and not exact time Le. this all issues of this 
software attacks to find out the solution of proposed system 




Fig 2 Designing of secure network 

II Related work 

(VANET) Vehicular ad hoc network is recognized as an important Component of Intelligent 
Transportation Systems. The main benefit of VANET communication is seen in active safety 
systems, which target to increase safety of passengers by exchanging warning messages 
between vehicles. To improve the safety, security and efficiency of the transportation systems 
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and enable new mobile applications and services for the traveling public, Intelligent 
Transportation Systems (ITS) have been developed, which apply rapidly emerging 
information technologies in vehicles and transportation infrastructures. Vehicular networking 
has significant potential to enable diverse applications associated with traffic safety, traffic 
efficiency and infotainment. 


m PROPOSED SCHEME 

In this paper to find the solution above on the software attacking section to overcome 
vehicular problem in network security section. VANET form very long time this VANET 
network work put not properly i.e. not give information in correct time. VANET consist the 
nodes of large range. VANET with the help of DSRC radio signals is a processing of 
communication. Short range using range of DSRC is as reach 1 KM. This communication is 
on the basis of adhoc form so that the no wires are required and connected node can freely 
move. 

RSU- Road side unit is a router used working between vehicles on the road also connected to 
another network device. 

OBU- Vehicular has contained on board unit this unit are connected vehicle with RSU via 
DSRC radio. 

TPD- TPD is a unit this device transfer proof devices all secrets information about vehicle 
holding the TPD Le. all the details information of vehicle. 

CPP- CPP conditional privacy preserving and V2I communication provides an efficient batch 
verification process as means of optimizing the verification performance in V2I 
communication and conditional privacy preserving. 

BAT- Binary Authentication Algorithm this algorithm is based on the BAT whose aim is to 
find the bogus signature in the signature. 


IV CONCLUSION 

VANET is a most promising AD Hoc vehicular network technology. VANET we will 
process to find new solution to secure the VANET network. VANET is Racking issues in 
network communication. To helping the secure VANET network to overcomes security 
issues. The proposed research can be minimizing attack on vehicular ad hoc network. The 
proposed research can be minimizing attack on vehicular ad hoc network. System can encrypt 
and decrypt the text message easily without interrupt. The system can broadcast the short 
message to all in encrypted form but this broadcasting message can decrypted by the 
emergency vehicle in that region. No any vehicle can decrypt this message except emergency 
vehicle. For that system uses a cryptography technique. And in this way system can 
successfully transmit the message with secure network and secure channel. 
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AC KNO W LEDGMENT 

In our system we find solution and to overcome the a(VANET) Vehicular ad hoc network is 
Recognized as an important Component of Intelligent Transportation Systems. The main 
benefit of VANET communication is seen in active safety systems, which target to increase 
safety of passengers by exchanging warning messages between vehicles. To improve the 
safety, security and efficiency of the transportation systems and enable new mobile 
applications and services for the traveling public, Intelligent Transportation Systems (ITS) 
have been developed, which apply rapidly emerging information technologies in vehicles and 
transportation infrastructures. Vehicular networking has significant potential to enable 
diverse applications associated with traffic safety, traffic efficiency and infotainment. 
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